DRAFT

INTERNET ACCEPTABLE USE POLICYPRIVATE 

Internet access is now available to students and educators in the Moretown Elementary School.  The Moretown Elementary School believes access to the Internet offers vast, diverse and unique resources to both students and teachers.  Our goal in providing this service to educators and students is to promote educational excellence in our school by facilitating resource sharing, innovation and communication.

The Internet is an electronic highway connecting thousands of computers and millions of individual subscribers.  With access to computers and people all over the world also comes the availability of material which may be inappropriate in the educational setting.  On a global network, it is impossible to control all materials and an industrious user may discover inappropriate information.  Nevertheless, the Moretown Elementary School firmly believes that the valuable information and interaction available on this world-wide network far outweighs the possibility that users may procure material that is not consistent with the educational goals of the district.

Internet access is coordinated through a complex association of government agencies and regional and state networks.  In addition, the smooth operation of the network relies upon the proper conduct of the end users who must adhere to strict guidelines.  These guidelines are provided so that the user is aware of the responsibilities about to be acquired.  In general, this requires efficient, ethical and legal utilization of the network resources.  If a Moretown Elementary School user violates any of these provisions, future access could possibly be denied. Any other consequences? An Electronic Information Resource Agreement between the school and the user will be provided indicating the user who signed has carefully read the terms and conditions and understands its significance.

Date Warned:  

Date Adopted:

Legal Reference:


PROCEDURES FOR INTERNET ACCESS

TERMS AND CONDITIONS
1.
Acceptable Use:  The Moretown Elementary School's purpose in accessing the Internet is to support research and education by providing access to unique resources.  Any user's account must be in support of education and research and consistent with the educational objectives of the Moretown Elementary School.  Use of other organization's networks or computing resources as accessed through the Moretown Elementary School must comply with the rules set forth in this policy.  Transmission of any material in violation of any United States or Vermont statute or regulation Moretown Policy is prohibited.  This includes, but is not limited to, copyrighted material, threatening or obscene material, or material protected by trade secret.  Use for commercial activities is not acceptable.  Use for product endorsement or political lobbying is also prohibited.

2.
Privileges:  The use of the Internet is a privilege, not a right, and inappropriate use will result in a cancellation of those privileges.  (Each person will first take part in training provided by the Moretown Elementary School pertaining to the proper use of the network.)  The administration, faculty and staff of Moretown Elementary School may request the System Administrator to deny, revoke, or suspend specific users. If this is an integrated, or integral, part of the educational process, as part of information and/or access to such, it would be a right for all students , faculty and staff to have full access. I would speak more to this as the draft policy moves forward.

3.
Network Etiquette:  Any user is expected to abide by the generally accepted rules of network etiquette.  
These include (but are not limited to) the following:


a.  
Be polite.  Never send or encourage others to send abusive messages.


b.  
Use appropriate language.  Do not swear, use vulgarities, or any other                    

inappropriate language.  Illegal activities are strictly forbidden.

c. Protect your personal information.  Do not reveal others' personal addresses



or phone numbers or those of students or colleagues.

d. Note that electronic mail (e-mail) is not guaranteed to be private.  People



who operate the system do have access to all mail.  Messages relating to or



in support of illegal activities will be reported to the authorities.


e.  
Do not use the network in such a way that you would disrupt the use of the           

network by other users.


f.  
All communications and information accessible via the network should be



assumed to be Moretown Elementary School property.

4.
Security:  Security on any computer system is a high priority, especially when the


system involves many users.  If a user identifies a security problem on the       
Local Area Network (LAN), the user must notify the System Administrator or a


faculty member (who is obliged to report the problem to the System Administrator),


and should not demonstrate the problem to other users.  All of the above will result


in cancellation of user privileges.  Any user identified as a security risk or having a


history of problems with other computer systems may be denied access to the


Internet through Moretown Elementary School.

5.
Vandalism:  Vandalism will result in cancellation of privileges.  Vandalism is defined


as any malicious attempt to harm or destroy data of another user, LAN, Internet, or


any agencies or other networks that are connected to the Internet backbone.

6.
Moretown Elementary School makes no warranties of any kind, whether expressed or implied, for the service it is providing. Moretown Elementary School will not be responsible for any damages suffered.  This includes loss of data resulting from delays, non-deliveries, mis-deliveries, or service interruptions caused by its own negligence or the user's errors or omissions.  Use of any information obtained via the Internet is at the user's own risk.   Moretown Elementary School specifically denies any responsibility for the accuracy or quality of information obtained through its Internet services.


EXHIBIT A:  EMPLOYEE ELECTRONIC INFORMATION RESOURCE AGREEMENT
Please read this document carefully.  When signed by you, it becomes an agreement between you and the Moretown Elementary School.  Your signature indicates that you agree to abide by the conditions and guidelines established herein.

Terms and Conditions of this Agreement
These policies shall apply to:

1.  
Users of electronic information resources which are utilized 
with equipment


located or accessed in the Moretown Elementary School.

2.  
Users who obtain their access privileges through association with the Moretown


Elementary School.

Personal Responsibility
I will accept responsibility in reporting any misuse of the network to the System Administrator.  Misuse can come in many forms, but it is commonly viewed as any material sent or received that indicates or suggests pornography, unethical or illegal behavior, racism, sexist, inappropriate language, or violation of other issues as described below.

Acceptable Use Guidelines
I will agree to:

· Use electronic information resources only in support of education, research, and the educational   goals and objectives of the Moretown Elementary School.

· Promote acceptable use of the electronic information resources and network etiquette.

· Maintain supervision of students using electronic information resources.

· Not submit, publish, display, or retrieve any defamatory, abusive, obscene, profane, sexually oriented, threatening, racially offensive, harassing, or illegal material other than to serve the goals and objectives of the Moretown Elementary School.

· Abide by all copyright regulations.

· Not reveal home addresses or personal phone numbers of myself or others.

· Understand that electronic mail is not private.

· Not use the network in any way that would disrupt the use of the network by others.

· Understand that many services and products are available for a fee and acknowledge that I am responsible for any expenses incurred.

· Not use the network for commercial purposes.

· Not attempt to harm, modify, or destroy hardware or software, or interfere with system security.

· Remove unwanted and unused files regularly.

· Adhere to and honor the Family Education Rights and Privacy Act (FERPA) in the use of the network.

Privileges
· The Moretown Elementary School reserves the right to log the use of all systems and monitor file server space utilization.  Should it become necessary, files may be deleted. By who and under what protocol?
· The Moretown Elementary School is not responsible for any service interruptions, changes or consequences arising therefrom, even if these arise from circumstances under the control of the  Moretown Elementary School.

· The Moretown Elementary School makes no warranties of any kind, whether expressed or implied.   Service is provided on an "as is, as available" basis.

· The Moretown Elementary School reserves the right to establish such rules and regulations as may   be necessary to maintain the operation of the electronic information systems.

Consequences
Infractions of the provisions set forth in this Electronic Information Resource Agreement may result in the suspension or termination of access privileges and/or appropriate disciplinary action. Any definitions, process or protocol for this?
Inappropriate behavior in violation of state and federal statutes will be subject to prosecution by those authorities.  Disciplinary action may be taken by the Moretown Elementary School as appropriate. According to what standards?
The administration, faculty, and staff of the Moretown Elementary School may request the System Administrator to deny specific user accounts. Under what pretext and why?
Is there a manual for proper use and infractions necessary for reporting :

1) Do not share passwords/login

2) Monitor locations w/I classrooms

3) Adult supervision, visually 

4) Usage logs to staff/faculty

5) Procedure for notification by students when ‘undesirable’ site accessed

6) Longevity at inappropriate sites as listed above to warrant disciplinary action

7)

8)

9)

